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1 Executive Summary 
This deliverable outlines the cybersecurity requirements and acceptance criteria for a secure-

by-design, sustainable federated edge data center infrastructure, to be developed in the scope 

of the Modular Integrated Sustainable Datacenters (MISD) project. This report specifically 

provides insights into stakeholder needs, regulatory constraints, and technical demands, 

setting the foundation for a secure and interoperable edge data center deployment. 

This report is generated based on a literature review on edge cybersecurity challenges, 

threats and solutions, drawing on insights from over fifty academic publications, industry 

standards, best practices, and regulatory frameworks. We identify several stakeholders in this 

research report ranging from traditional cloud providers to end-users. 

Drawing upon multiple observations reported in the literature underscores that, besides 

traditional requirements in existing networking paradigms, new requirements emerge in the 

federated edge-cloud ecosystem. For example, users need to gain control over their data and 

its locality. Additionally, due to the heterogeneity of the ecosystem, mutual trust between 

stakeholders needs to be addressed, e.g., based on a zero-trust architecture. Additionally, 

edge data centers are considered to be deployed in physically isolated environments in which 

physical security cannot be guaranteed to the level of one in traditional data centers. This 

requires mechanisms to be triggered to protect digital security in case of unauthorized 

physical access.  
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2 Introduction 
The transformation and paradigm shift of digital infrastructure from existing centralized cloud 

ecosystems toward distributed edge computing introduces new opportunities in terms of 

energy efficiency and performance. Additionally, such a deployment helps address the privacy 

and regulatory compliance issues raised by a centralized data handling model of traditional 

clouds by keeping data regional [1]. Nevertheless, it also comes with new cybersecurity risks 

and challenges. The heterogeneity of such a distributed and multi-provider environment 

makes trust between the involved entities a complex issue. This research report investigates 

the specific cybersecurity needs and requirements of various stakeholders in the context of a 

federated edge-cloud design. The key objectives of this report are: 

 

O1: Identifying stakeholders involved in a federated edge-cloud continuum 

O2: Defining cybersecurity requirements of the ecosystem to satisfy the requirements of 

the stakeholders 

O3: Specifying architectural concepts that need to be considered to address 

cybersecurity requirements 

 

In the remainder of this report, we refer to the prospective outcome of the MISD project as 

the federated edge-cloud ecosystem/continuum. The research methodology of this report is 

based on a literature review on edge cybersecurity threats and solutions, considering 

academic publications, industry standards, best practices, and regulatory frameworks. We 

focus on various edge computing deployments that have been extensively studied by 

academic researchers and/or have publicly available documentation including European 

Telecommunications Standards Institute (ETSI) Multi-access Edge Cloud (MEC) [2], 3GPP 

EDGEAPP [3], cloudlets [4, 5], Cisco fog computing [6], open fog consortium [7, 8], and Groupe 

Speciale Mobile Association (GSMA) Telco Edge Cloud [9, 10]. 

The remainder of this report is structured as follows. Section 3 lists and analyzes the 

stakeholders involved in a federated edge-cloud ecosystem. Section 4 elaborates on the 

hypothetical architecture of the system and its relevant design choices and security concepts. 

In Section 5, we elaborate on the security, privacy, and trust concerns of the edge-cloud 

continuum. Finally, Section 6 concludes the report and provides recommendations and next 

steps to be considered. 
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3 Stakeholder Analysis 
Several stakeholders are involved in a federated edge cloud continuum, each with their own 

interests and requirements. These stakeholders play a crucial mutual role in realizing a 

secure-by-design edge-cloud ecosystem since any design choice needs to consider 

interoperability and usability among all stakeholders. Standardized and commonly deployed 

security protocols should be implemented to facilitate interoperability. 

Different frameworks have defined stakeholders involved in a federated edge-cloud 

ecosystem, by focusing on the objective relevant to their own scenario. OpenFog includes 

silicon manufacturer, system manufacturer, system integrator, software manufacturer, and 

application developer as the set of stakeholders in their ecosystem. Alternatively, GSMA 

defines a different set of stakeholders, including enterprises, service providers, edge service 

providers, edge interconnect hub providers, middleware providers, independent software 

vendors and developers, server and storage vendors, and network operators [9]. 

We populate the list of typical stakeholders based on the existing research that elaborate 

on the stakeholders involved in an edge computing ecosystem [11, 12] and industry standards 

and frameworks [7,9,13] on similar edge computing solutions. This includes end-users, 

infrastructure providers, service providers, network/telecom providers, hardware vendors, and 

regulatory entities. Note that a stakeholder can have more than one role in this ecosystem. For 

example, cloud providers and telecommunication operators can simultaneously operate 

several edge data centers while providing certain applications and services. 

3.1 End-users 

The diversity of end-users in a federated edge-cloud scenario is similar to ones in a traditional 

cloud ecosystem, ranging from individuals to IoT network operators and enterprises. However, 

due to the performance and latency promises of edge computing, new end-users and 

applications can emerge. A major difference and a new requirement for end-users is that they 

need to be in control of their data locality (see Section 5.1.1) and keep their data regional [14]. 

Consider a use case where a customer identifies a specific edge data center in which to 

deploy their resources. Customers will select the edge data centers with the explicit reasoning 

of localizing virtual compute resources to their physical location. This could mean connecting 

to the edge data center via wireless access, fiber connectivity, as well as direct connection if 

the edge data center is located on the same premises. Measures need to exist to ensure that 

user data is processed and stored within the boundaries that they have intended. 

Legacy (brown-field) end-user devices are going to be involved in a federated edge-cloud 

that might or might not be capable of adhering to the security requirements of the edge 

ecosystem. In order to solve this concern, we might need to rely on edge data center nodes 

to act as a security proxy for these devices [15]. 
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3.2 Infrastructure Providers 

3.2.1 Cloud Providers 

The paradigm shift from centralized clouds to a federated edge-cloud does introduce certain 

challenges for cloud providers as stakeholders. However, these challenges should not be a 

big barrier for them, as cloud providers are already accustomed to operating in multi-cloud 

environments. For example, concepts such as a zero trust architecture (see Section 4.1) 

already exist within cloud environments (even if not widely used in practice). 

Cloud providers in traditional setups were in complete charge of the control plane in a 

centralized manner. Having to deal with heterogeneous edge data centers dynamically joining 

the network introduces challenges in terms of authentication and authorization. Cloud 

providers need standardized authentication and authorization mechanisms to handle this 

challenge in a federated environment (see Section 4.4). 

Additionally, remote attestation capability in edge nodes (see Section 4.3) is a dependency 

that cloud providers are going to rely on to be able to communicate securely with these 

physically exposed components of the system. 

Cloud networks are positioned rather centrally and are in possession of ample 

computational resources [16, 17]. This makes them a suitable candidate to deploy 

infrastructure protection and network monitoring systems (see Section 5.2) that can merge 

feeds from many edge nodes, providing them a representative view of the threat horizon [18]. 

3.2.2 Edge Operators 

Edge nodes are the main addition in the transition from existing digital infrastructure to a 

federated edge computing scenario. The proximity of edge nodes to end-users puts certain 

responsibilities on the shoulders of edge operators. First, edge nodes need to incorporate 

proxies to handle legacy (brown-field) devices that do not meet the cybersecurity 

requirements of a secure-by-design system. For example, these proxies would take over 

computationally heavy cryptographic processes that legacy devices are not able to adhere to. 

Given that edge nodes are expected to be operating in physically unprotected 

environments, additional measures are required to ensure data and infrastructure security 

(see Section 5.3). This includes measures to ensure the integrity of edge nodes as well as 

secure processing and storage of user data. They must also deploy mechanisms needed to 

enforce data locality.  

Edge nodes can also be seen as the first line of defense against external threats originating 

from IoT networks and legacy devices. This calls for a lightweight infrastructure protection 

and monitoring system to be deployed at the edge to mitigate cyber threats closer to their 

source. These monitoring components can further contribute to shared and collaborative 

incident response processes in higher tiers of the system (e.g., ones in regional data centers 

or a central AI/ML-based infrastructure protection node). Moreover, the distributed telemetry 

provided by edge nodes can be merged to form a complementary view, supporting 

coordinated defense mechanisms across the system. 
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3.2.3 Orchestration Providers 

Orchestration providers (such as Kubernetes, OpenNebula, and OpenStack) offer platforms 

and tools to allow infrastructure providers expose their resources (e.g., compute, storage, and 

networking) to application and service providers in a way that abstracts management 

complexity. In a federated system where data and processes dynamically move across 

multiple domains, orchestration providers are responsible for supporting federated identity 

and access control (e.g., to manage resource sharing), and securely managing workload 

placement (to ensure compliance with data locality policies). Additionally, they are 

responsible for logical isolation of workloads in virtualized environments, which is of high 

importance for critical applications. 

3.3 Service Providers 

Service providers deliver applications, services, and platforms at cloud and edge data centers, 

acting as an intermediary between infrastructure providers and end-users. This places them 

in a sensitive position with regard to data security and trust. Similar to other stakeholders of 

a federated edge-cloud system, securing Application Programming Interfaces (APIs) using 

standardized authentication and authorization protocols is a requirement for service 

providers to contribute to the ultimate security of the system. 

3.4 Network/Telecom Providers 

Telecommunication providers own fixed and mobile access and core networks, connecting 

end-users, edge nodes, and clouds. They can play different roles in a federated edge-cloud. 

One of their main roles is to manage the access networks connecting end-users to edge data 

centers. 

3.5 Hardware Vendors 

Hardware vendors play a crucial role in the ultimate security of a federated edge-cloud system. 

The lack of trust due to the heterogeneity of the involved components is a concern that can 

be addressed to some extent using hardware-based security. For example, chip 

manufacturers providing Trusted Platform Module (TPM)-enabled hardware can mediate the 

attestation (see Section 4.3) of the computational environment integrity. Additionally, they are 

responsible for providing secure and verifiable firmware update mechanisms to mitigate 

vulnerabilities throughout the entire life-cycle of devices. 

3.6 Regulatory Bodies and Law enforcement 

3.6.1 Regulatory Bodies 

Regulatory bodies are responsible for the establishment and enforcement of security 

frameworks, guidelines, and standards to ensure data privacy and security, fair competition, 

and consumer protection. Several regulatory bodies and frameworks are relevant in the 

context of a federated European edge-cloud ecosystem. General Data Protection Regulation 
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(GDPR) [19] outlines that storage and processing of personal data must be done only within 

compliant jurisdictions and grants users control over their data. This is relevant in the context 

of a federated edge cloud where users are supposed to be in control of the locality of their 

data. The GDPR also mandates the timely reporting of data breaches, which calls for having 

a solid security monitoring and management system. 

Network and Information Systems Directive 2 (NIS2 Directive) [20] mandates compliance 

of sectors with high criticality, such as digital infrastructure, to requirements like regular risk 

assessments, ensuring supply chain security, and reporting of significant incidents, among 

others. The EU Cybersecurity Certification Scheme (EUCS) scheme developed by the 

European Union Agency for Cybersecurity (ENISA) [21] in accordance with the EU 

Cybersecurity Act (EU CSA) [22] is a certification scheme to standardize the security 

assurance level of cloud services. EUCS requires several security aspects such as identity and 

access management, supply chain life-cycle management, incident monitoring and response, 

physical security, data encryption in rest, transit and (ideally) in use. EU Cyber Resilience Act 

(CRA) [23] mandates that products with digital elements (such as software, hardware, and 

connected devices) will only be made available on the market if they meet certain 

cybersecurity requirements and that the cybersecurity is ensured throughout their whole life-

cycle. The Radio Equipment Directive (RED) has been extended to include cybersecurity and 

privacy requirements [24], which is of relevance for wireless network operators to protect 

personal data and privacy of end-users, as well as preventing unauthorized access or 

transmission. 

3.6.2 Law Enforcement 

The concept of storing and processing data at the edge means that, in contrast to the 

traditional networks, end-user data no longer passes a core network. While preserving the 

privacy of the end-users, this introduces a limitation for Law Enforcement Agencies (LEAs), 

as it is not trivial to figure out where relevant data resides and who controls it [25, 26]. 

Additionally, malicious actors can obfuscate their activities by moving their resources 

between multiple edge nodes. On-demand synchronization of edge data to a central node 

under legal authorization can partially address this challenge. Using tamper-proof logging 

systems, such as distributed ledger-based logging, is another way to assist the traceability of 

network activities [27,28]. The infrastructure protection component (detailed in Section 5.2) 

can also partially contribute to this challenge by logging incidents in multiple hierarchical tiers. 
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4 Deployment Architecture and Concepts 
The purpose of this section is to formulate a high-level picture of what the edge data center -

based European Cloud can look like (inspired by the existing similar architectures [29, 30]), as 

well as outlining some of the key design concepts that are relevant to realize a secure-by-

design federated edge-cloud. Figure 1 depicts a high-level view of major components involved 

in a federated edge-cloud and their connection. In the following, we briefly discuss two 

specific use cases that we have identified for this environment. 

In the first use case, an end-user can identify a region (or a data center within a region) 

where they want their resources to be deployed. The regional data center operator can make 

a decision to deploy virtual resources in an edge data center, e.g., to take advantage of the 

energy efficiency offered by that edge data center. This use case is thus an extension of the 

user experience when deploying virtual resources within a traditional cloud provider 

environment. 

In the second use case, the end-user can directly identify a specific edge data center in 

which they prefer to deploy their resources, e.g., with explicit reasoning of localizing virtual 

resources to their physical location. Thus, user resources cannot anymore be considered for 

migrations related to energy efficiency as it would violate the user’s data locality requirements. 

 

 
Figure 1: High-level architecture of a federated edge-cloud ecosystem. This diagram serves as a conceptual overview 
only. To ensure sustainability and resilience, different components of the system need to have redundant connectivity. 
For example, at the network level, multiple independent network paths should exist between different edge data 
centers, as well as between edge data centers and regional data centers. 

 

The heterogeneity of the distributed edge data center ecosystem and the lack of an 

established trust calls for design choices that address its security issues, keeping in mind that 
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there is no central entity to be held liable if things go wrong. In the following, we elaborate on 

zero-trust, life-cycle management, attestation, and Identity and Access Management Services 

(IAMS) as some of the concepts that need to be taken into account to develop and implement 

a secure-by-design edge-cloud ecosystem. Note that these concepts are not mutually 

exclusive. For example, realizing a zero trust architecture relies on assessing the identity of 

users, which is done through Identity and Access Management Services. 

4.1 Zero Trust Architecture 

The heterogeneous nature of a federated edge-cloud ecosystem results in the lack of an 

implicit trust in comparison to the traditional centralized deployments. Security threats can 

originate both from within the ecosystem as well as from external networks. Thus, a secure-

by-design implementation needs to be built with the Zero Trust [31] concept in mind replacing 

traditional perimeter-based network security, where any entity inside the network is 

considered to be trusted by default. A zero trust architecture focuses on resources, users, and 

assets in place of static network perimeter-based security principles. Additionally, users and 

devices might change their behavior over time, e.g., due to zero-day vulnerabilities or because 

of having been tampered with. Thus, they need to be re-verified continuously to maintain trust 

during their life-cycle. An orchestrator needs to periodically request attestation based on the 

deployed zero trust policies to assess the trustworthiness of the components (e.g., user, 

devices, and services). Nevertheless, security needs to be in balance with usability in the 

process to avoid motivating users to bypass security measures. 

4.2 Supply-Chain Life-Cycle Management 

Various components of the edge-cloud ecosystem that were trusted in the past might change 

their behavior over time. This can happen for many reasons. For example, the hardware of a 

node might have been compromised due to physical security limitations. The software 

running on a node can also be tampered with through malicious code injection (e.g., 

SolarWinds supply chain attack [32]). Bogus updates can also introduce vulnerabilities to 

systems (e.g., CrowdStrike incident [33]). This calls for a continuous auditing of the security 

for the components that form a federated edge-cloud continuum. 

Software Bill of Materials (SBOM) [34] is one of the concepts that has recently gained 

attention for software development life-cycle and software supply chain risk management. 

SBOM provides a detailed list of components involved in a software, such as open source 

libraries, third-party code, version numbers, dependencies, links, and licensing details. 

Leveraging SBOM adds transparency to software supply chain management and facilitates 

incident response and compliance with regulations. Similarly, Hardware Bill of Materials 

(HBOM) [35] can be utilized for hardware supply chain risk management. 

4.3 Attestation 

Attestation refers to processes used to verify the trustworthiness of various elements of a 

system. Considering that federated edge-cloud devices and services are supposed to be 
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operated by different administrative domains, attestation is needed to ensure that code and 

data are only running in trusted environments and adhere to agreed-upon security policies. 

Attestation helps mitigate risks of physical attacks, which are not unexpected in a 

decentralized edge ecosystem. 

Attestation is typically performed using hardware-based security modules – such as TPMs, 

and Trusted Execution Environments (TEEs) like Intel’s Software Guard Extensions (SGX) and 

ARM TrustZone – in combination with remote attestation mechanisms. 

4.4 Identity and Access Management Services (IAMS) 

While IAMS is not a novel concept and it is a well-established process in traditional cloud 

networks, certain challenges emerge when putting it in the context of a federated edge-cloud 

continuum due to the distributed, decentralized, and heterogeneous nature of the system. 

Federated edge-cloud systems span multiple administrative domains and platforms, requiring 

dynamic trust relationships. 

In such an ecosystem, identity and access management can be done similarly to a multi-

cloud or hybrid cloud architecture, where a standalone vendor is used as an identity provider 

to decouple Identity and Access Management (IAM) from other services and provide flexibility 

in accessing resources. For federated access across all services and resources within Europe, 

a top tier could be identified based on central location, from which users and permissions can 

be defined by tenants. User permissions would then only be replicated to regions where 

resources are deployed for a given tenant. When resources for a tenant are deployed in a given 

region, Identity and Access Management Service profiles can be deployed to the service 

datastores within that region for rapid authentication and low latency. An alternative is to 

leverage federated identity management using solutions such as OpenID Connect (OIDC) [36]. 
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5 Security, Privacy, and Trust in Federated Edge-

Cloud 
Several frameworks and definitions exist to model information security requirements. One of 

the widely referenced models is the CIA (Confidentiality, Integrity, and Availability) triad. 

Additionally, attributes such as privacy and trust are relevant in the context of a distributed 

edge-cloud ecosystem. Trust is a concern considering the heterogeneous nature of a 

federated edge-cloud ecosystem, and privacy needs to be highlighted as it is one of the key 

goals of such a deployment, promising to provide end-users with control and transparency 

over their data and its locality. 

The OpenFog reference architecture [7] considers node security, network security, and 

management and orchestration security as its security requirements. Additionally, Martin et 

al. [8] consider physical security, end-to-end security, trustworthiness, and security monitoring 

and management as node-centric security aspects of an OpenFog system. We consider the 

following aspects relevant for the cybersecurity of a federated edge-cloud continuum without 

focusing on a specific component of the system, inspired by the existing standardization 

efforts [7] and academic research [8, 37, 38]. 

5.1 Data Privacy and Security 

Data Privacy and data security are two foundational concepts that are largely intertwined. 

Several relevant aspects are detailed in the following. 

5.1.1 Data Locality 

One of the major promises of moving toward edge computing is providing end-users with 

control over the locality of their data. Keeping user data close to its source not only minimizes 

latency and increases the power consumption efficiency, but also reduces the risk of data 

exposure to unauthorized entities. Attribute-Based Access Control (ABAC) [39] is one of the 

concepts that can be leveraged to ensure context-aware processing of data in distributed and 

rapidly changing environments. For example, ABAC’s environment attributes, such as time 

and location, can define where and when certain data can be stored, accessed, and processed. 

5.1.2 End-to-End Security 

End-to-end security is a crucial aspect to ensure data security that spans the entire life-cycle 

of data, from digestion to processing and storage. This means that data must be encrypted 

at rest (e.g., full disk encryption), in transit (e.g., using TLS protocol), and ideally while being 

processed (e.g., using homomorphic encryption [40]). In the context of a federated edge-cloud 

where trust across multiple administrative domains is a substantial challenge, mutual 

authentication mechanisms such as mTLS and federated identity, e.g., OAuth 2.0 [41] in 

conjunction with OIDC [36], can be leveraged to ensure end-to-end security and secure APIs. 
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5.1.3 Virtualization Security 

Edge services heavily rely on virtual machines and containers [2]. Virtualized environments 

need to be secured against threats such as side-channel exploits. This is a bigger concern 

when considering critical applications and processes running on the edge that need a 

sufficient amount of resource isolation. While virtualization security is also an important 

aspect of traditional cloud security, federated edge computing introduces new challenges to 

addressing it. 

Applications and workloads can move dynamically between multiple edge data centers, 

e.g., due to energy efficiency strategies, user mobility, or network conditions. This increases 

the complexity of workload isolation. Additionally, edge resources are considered to be 

heterogeneous, and their capabilities can be quite diverse. For example, certain edge nodes 

may not support hardware-based isolation (e.g., Intel SGX), limiting their security features. 

5.1.4 Data Availability 

In order to comply with EU regulations such as the NIS2 Directive, data availability needs to 

be ensured for business continuity and recovery from attacks such as ransomware. Measures 

such as redundant storage and regular backups can facilitate this goal. Implementing such 

measures not only facilitates regulatory compliance but also strengthens the trustworthiness 

and operational resilience of the entire federated edge computing ecosystem. 

5.2 Network and Infrastructure Protection 

Protecting IT infrastructure as one of the assets of a federated edge-cloud is essential to 

ensure resilience and availability of the ecosystem. This is not just a best practice but also a 

legal obligation mandated by EU cybersecurity regulation frameworks such as the NIS2 

Directive. 

Due to the distributed nature of the edge ecosystem, malicious traffic can flow into the 

network from multiple endpoints. Additionally, the security landscape is very dynamic, and 

new vulnerabilities can be introduced at any moment, leading to new attack vectors. This can 

make threat detection and mitigation challenging since every network element receives a 

partial view of the entire threat landscape. To address this, it is essential to deploy 

infrastructure protection in a multi-tiered and federated way. Doing so, malicious traffic can 

be blocked close to its source as far as possible, while highly distributed malicious traffic can 

be detected using aggregated intelligence from various nodes [7]. 

We envision a multi-tiered infrastructure threat detection and protection model, e.g., using 

signature-based detection and anomaly-based detection [42], deployed in different 

hierarchical levels of the system. Edge protection nodes can act as the first line of defense 

and stop malicious traffic from further navigating through the network. The advantage of 

leveraging this layer for infrastructure protection is that it can protect the rest of the 

infrastructure from malicious traffic originating from IoT devices that are generally 

considered to be less secure than the rest of the assets in the network. Additionally, this would 

ensure that upstream infrastructure resources are not wasted to handle malicious traffic, such 
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as Distributed Denial of Service (DDoS) attack traffic. Such a design can then also contribute 

to the sustainability of the federated edge-cloud ecosystem, which is one of the key features 

of the MISD project. 

A second layer of protection can be implemented by collecting threat intelligence from 

edge protection nodes. This provides an insight into distributed security threats (e.g., DDoS 

attacks) that are likely not detectable by relying on a single edge data center. 

Finally, a centralized AI/ML-based infrastructure protection system can exist to provide a 

long-term and representative view of the threat landscape by correlating telemetry data 

across different infrastructure protection nodes [30,43]. This is in line with a model considered 

for security monitoring and management of an OpenFog system [8], where security events are 

collected and aggregated in a Security Information and Event Management (SIEM) system in 

either a centralized or distributed manner and using both rule-based and behavioral analytics. 

Considering the requirements to ensure data locality, collaborative AI/ML models need to be 

trained to provide the intelligence needed for infrastructure monitoring and protection. 

5.3 Physical Security 

Edge nodes are considered to be deployed in physically isolated sites in which the physical 

security can not be guaranteed compared to the well-secured centralized data centers of 

traditional cloud providers. This introduces new challenges that need to be addressed to keep 

the end-to-end security and privacy of the ecosystem intact. 

A secure-by-design implementation of edge nodes needs to consider this lack of physical 

security and treat devices as if they might already be tampered with. Physical platform 

security, using TPM [44] standardized by Trusted Computing Group (TCG) [45] as a root of 

trust, is one of the technologies that can be leveraged in this scenario. Additionally, virtual 

TPMs [46] can be leveraged to address the resource limitations of hardware-based TPMs. 

This is what OpenFog reference architecture also takes into account by stating that all fog 

nodes must implement a hardware-based immutable root of trust. Data needs to be encrypted 

in rest, transit, and (ideally) in use as encouraged by the ENISA EUCS scheme to avoid 

unauthorized access in case of a physical security breach. Infrastructure protection 

component can also be helpful here, where the protection system can enable detection, 

alerting, and immutable logging potential misuse. 
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6 Conclusions, Recommendations, and Next 

Steps 
In this report, we outlined the cybersecurity requirements and acceptance criteria for a secure-

by-design, sustainable federated edge data center infrastructure, focusing on three key 

objectives. We addressed our first objective (O1) by composing a set of stakeholders based 

on existing research, industry standards, and frameworks. Additionally, we elaborated on the 

cybersecurity of a federated edge-cloud (O2) by focusing on security, privacy, and trust to 

satisfy the requirements of the stakeholders involved in such an ecosystem. Finally, we 

highlighted several architectural concepts (O3) that need to be considered in the design of an 

edge-cloud continuum to ensure that cybersecurity requirements can be met. 

In the following sections, we touch upon a set of recommendations and next steps towards 

realizing a secure-by-design federated edge-cloud. 

6.1 Engaging with Similar Frameworks and Standardization 

Entities 

Several working groups and entities have been pushing developments in the area of edge 

computing. There is quite some overlap between these efforts, their design principles, and 

security requirements with those of the MISD project. For example, ETSI, as a European 

institute already documented various aspects of a Multi-access Edge Cloud through ETSI ISG 

MEC. Another example is the OpenFog Consortium, where security is considered as one of 

the pillars of their architecture and documented. Considering the synergy and overlap of these 

systems, MISD can benefit from following developments within ETSI, OpenFog, and other 

similar projects in realizing a federated European edge-cloud ecosystem. 

6.2 Post Quantum Security 

As developments around quantum computing move forward, promising to solve complex 

computing problems, new concerns are raised regarding the resistance of current security 

standards and best practices against attacks using quantum computing power. Any solution 

for a future-proof distributed edge-cloud needs to be designed with the mindset of moving 

towards quantum-safe security, e.g., by leveraging Quantum Key Distribution (QKD) in 

combination with quantum-safe symmetric key cryptography, or using quantum-safe 

encryption algorithms such as code-based, hash-based, lattice-based, and multivariate 

cryptosystems [47–49]. 

Quantum-safe cryptography is not only needed when quantum computing is widely 

available. Timely integration of quantum-safe cryptography is crucial considering sensitive 

communications, such as the healthcare domain, that need long-term confidentiality. Data 

encrypted with traditional cryptographic algorithms (such as RSA) that lack Perfect Forward 

Secrecy (PFS) can be stored by adversaries to be decrypted in the future using quantum 

computing power. 
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Certain challenges need to be tackled in migrating toward quantum-safe cryptography. 

Quantum-safe cryptosystems feature significantly larger key sizes compared to traditional 

systems. This adds to the computational and communication overhead that might not be 

trivial considering the integration with existing infrastructure, e.g., edge devices (especially 

IoT devices connected to edge data centers) that are typically resource-constrained [47]. 

Additionally, establishing a QKD channel over long distances is challenging, considering rapid 

QKD signal degradation in fiber due to scattering and absorption. Finally, existing protocols 

such as TLS need to be modified to incorporate new ciphersuites. This usually comes with a 

long uptake time even after standardization [50]. 

6.3 Distributed Ledgers and Smart Contracts 

The outline of realizing the federated edge-cloud is that there is not going to be a central entity 

to manage the security of the entire ecosystem. Distributed ledgers and smart contracts can 

be leveraged to implement distributed trust policies, identity and access management, and 

tamper-proof audit logs [51,52]. Considering the potentially low computational resources of 

edge devices (e.g., IoT devices) and applications requiring low latency, permissioned ledger 

platforms such as Hyperledger Fabric [53] are a promising option to consider. 

Participants of a permissioned ledger are known to each other, and a certain level of trust 

exists in a way that they can develop legal agreements to handle incidents based on a 

governance model. Also, a permissioned ledger platform enables the privacy and 

confidentiality of transactions and smart contracts. 
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Appendices 

A.1 List of Acronyms 

 

ABAC   Attribute-Based Access Control 

API    Application Programming Interface 

CRA    Cyber Resilience Act  

DDoS   Distributed Denial of Service 

ENISA   European Union Agency for Cybersecurity 

ETSI   European Telecommunications Standards Institute 

EU CSA  EU Cybersecurity Act 

EUCS    EU Cybersecurity Certification Scheme 

GDPR    General Data Protection Regulation 

GSMA    Groupe Speciale Mobile Association 

HBOM   Hardware Bill of Materials 

IAM   Identity and Access Management 

IAMS   Identity and Access Management Services 

LEA   Law Enforcement Agency 

MEC   Multi-access Edge Cloud 

MISD   Modular Integrated Sustainable Datacenters 

NIS2 Directive  Network and Information Systems Directive 2 

OIDC   OpenID Connect 

PFS   Perfect Forward Secrecy 

QKD   Quantum Key Distribution 

RED   Radio Equipment Directive 

SBOM   Software Bill of Materials 

SGX   Software Guard Extensions 

SIEM   Security Information and Event Management 

TCG   Trusted Computing Group 

TEE   Trusted Execution Environment 

TPM   Trusted Platform Module 
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